CTED HMIS PKI CERTIFICATE SETUP

Please contact the DST Help Desk with any questions:
E-mail: helpdesk@trustDST.com
Phone: 888-248-4447

System Requirements

The following are the minimum system requirements necessary to use your token and digital
certificates:

X86-compatible PC (e.g., 486, Pentium, AMD, Cyrix)

CD-ROM drive

16 MB RAM

Internet connection

Windows 95, 98, 2000, XP or NT 4.0 SP6 or higher

Netscape Navigator 4.5 or higher or Internet Explorer 5.0 or higher

USB port

\— USB Ports

Installation Instructions

Follow the instructions in this guide carefully to ensure successful installation.
Installation of your USB token storage requires these basic steps:

1. Installing the Token Utility Software
2. Installing the USB Token
3. Configuring the USB Token

Installing the Token Utility Software

1. Exit all applications and insert the Installation CD
b. Close all browsers and other applications that may be running on your computer.

c. Insert the CD included in your Welcome Kit into your CD-ROM drive. The DST — Utility
Software CD screen will automatically appear.

If the DST — Utility Software CD screen does not appear:
- Click the Windows Start button, then select Run. The Run dialog box will appear.

- On the Run dialog box, type: d:/autorun.exe into the Open: field. The DST — Utility Software
CD screen will appear.

Note: “d” is the letter of your CD-ROM drive.
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2. Start the Utility Software Installation
The DST — Utility Software CD screen is displayed

DST - Utility Software CD X|

DIGITAL TRUS

an ldentrus Company

View Installation Guide [requires Adobe Acrobat) I

Install Adobe Acrobat reader |

Install the Utility Software |

From this menu you may install the Utility Software or view the Installation Guide.

To open the Installation Guide, click on the top button labeled View Installation Guide. You
must have the Adobe Acrobat Reader installed in order to open the installation guide. If you
don’t have the adobe acrobat installed, click on the middle button labeled Install Adobe
Acrobat reader.

a. On the DST — Utility Software CD screen, click Install the Utility Software.
The Datakey CIP InstallShield Wizard will startup and when ready, the Welcome screen is
displayed.

InstallShield Wizard EI

Welcome to the Datakey CIP Install

Flease cloze all applications and click "Mest'" to continue.

Cancel

b. Click Next>.
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The License Agreement screen is displayed.
InstallShield Wizard x|

Licenze Agreement

Fleaze read the following license agreement carefully. |£ DATAKEY

Frezs the PAGE DIWHM key to see the rest of the agreement.

DaTAKEY LICENSE AGREEMENT i’

READ CAREFULLY BEFORE INSTALLING OR OTHERWISE LISING THE
Datakey CIP t SOFTWARE. BY INSTALLING OR USING THE Datakep CIP tm
SOFTWARE YOU ARE INDICATING 0OUR ACCEPTANCE OF THESE TERMS AND
CONDITIONS.

1. SOFTw&RE LICEMSE. ou are being granted the non-exclusive
right ta uge the D atakey CIF tm zoftware program [the Program). The Program can only beLI

Do you accept all the terms of the preceding License Agreement? If pou chooze Mo, the
setup will cloze. To install Datakey CIP, you must accept this agreement.

IrstallEhield

< Back Tes Mo I

c. Carefully read the license agreement and click Yes to continue if you accept it.

The Serial Number screen is displayed.

InstallShield Wizard

x|

@ DATAKEY.

Enter Serial Number

Fleaze enter the serial number that came with your zoftware

S enial I

IrztallShield

< Back | Mest > I Cancel |

d. Type the serial number. The serial number is 107-CIP-0622.

e. Click Next>.

The Destination Location screen is displayed.

InstallShield Wizard

Choose Destination Location

x|
Selact folder whers Setup will install filse. |H DATAKEY

Setup will install D atakey CIF in the following folder.

To install to this folder. click Mext. Tao install to a different folder. click Browse and select
another folder.

" Destination Folder

[-\Pragram Filesim atak rpATmnt a2, Browse... |

[riztallShield

< Back

Cancel |

f. Follow the instructions for choosing the folder in which to install Datakey CIP, then click Next>.
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The CIP Install screen is displayed.
InstallShield Wizard |

CIP Install [-_IB DATAKEY

Pleaze select the features of CIF to install

i — Dlescription
¢ g Token Personalization Uil Iitilities far SrartCards
El-- Application Suppart
o o] Windowes 20004<P Logon
Space Required on  C: 105984 k.
Space Available on C: 1926876 K
|mztallShield

< Back | Mest > I Cancel |

g. Leave the default options, and then click Next>. A description of each option is displayed
when you select the option.

The CIP Desktop Install screen is displayed.
Installshield Wizard

CIP Desktop Install [-_I‘;'_J DATAKEY.

Fleaze select the features af CIP Deszktop you would like to ingtall.

braze | Thilibyg — Description

v Autornatic Cert Registration Litility FIM management utility
] Smartd onitor

----- CIP Utilities

Space Required on C: 10992 k.
Space Available on C: 1925756 K.

[metalShield
< Back | Heut = I Cancel

h. Leave the default options, and then click Next>.

A description of each option is displayed when you select the option.
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The Reader Install screen is displayed.
InstallShield Wizard

|
Reader Install D
Pleaze zelect the reader divers you would like ta inztall.
— Description
PCASC Drivers for ikKey
2000/2032 USE

Space Required on C:
Space Available on C:
mstallEhneld

0K
1133456 K

< Back | et » I Cancel |

i. Select the following options for readers: iKey 2000 - iKey2000/2032 Drivers
J. Click Next>.

The Start Copying Files screen is displayed.

Installshield Wizard

x|
Start Copying Files

@ DATAKEY.

Setup iz ready to start copying files.

Fleaze cloze any open applications.
Remowve any =mart cards or tokens.

Click "Me=t" to continue or click "Cancel” to terminate zetup.

IrmztallShisld

< Back

Cancel I

k. Click Next> to begin copying files to your computer.
The installation program will begin copying files to your computer.

If you have Netscape installed on your computer, the following message appears:
Netscape

Are you suie you want to install this security module?

Module Mame: Datakey(tm] Cryptoaraphic Interface Provider
Filee, JkckZ32.JI

oK Cancel

This message appears to inform you that the Netscape cryptographic module will be installed.
This allows your token to work with Netscape programs.
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[. On the Are you sure you want to install this security module? message, click OK.
m. A Netscape window appears. Close this window.

When the installation process is complete, the InstallShield Wizard Complete screen is
displayed.

InstallShield Wizard

InstallShield Wizard Complete

Setup has finished instaling Datakey CIP on vour computer.

% ez, | want to restark my computer now.;

€ Mo, | will restart my computer later.

'ou must reboot your maching and log back in with
Administrative privileges to complete the installation.

< Back | Finish I Cancel |

n. Select Yes, | want to restart my computer now, and click Finish.

You have completed the installation of the Token Utility software.

Installing the USB Token

1. Identify an available USB port

2. Plug in the USB token

Figure 3. Token plugged into
Figure 1. USB port Figure 2. Token plugged into USB port USB port with extension cord
— ' + ]

e WE

|
. _ A." '

USB Ports

You have completed the installation of the USB Token.
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Configuring the Token

The following steps are for first time Token Users. If you are renewing or
currently have a certificate on your Token please skip this section.

1. Start the CIP Utility Software

Make sure your USB token is plugged in.

There are 2 ways to start the Datakey CIP Utility Software:

OR

From the Start Button

Find the Windows Start button as shown in the figure below.
Figure 4. Datakey Icon in System Tray

§a5tart|“ e 3B

a. Click on Start -> Programs -> Datakey CIP -> CIP Utilities. The CIP Utility opens as
shown in the figure 7 below.

From the System Tray (if available)
Look for the Datakey Icon in the system tray as shown in figure 5 below.

Figure 5. Datakey Icon in System Tray

Datakey lcon _C]@ g nz7Rm |

a. Right-click on the Datakey Icon and the menu will appear as shown in figure 6 below.

Figure 6. Datakey Icon Menu

PassPhrase tilicy

CIP Litilities

Exit

b. Click on CIP Utilities. The CIP Utility opens as shown in figure 7 below.

Figure 7. The CIP Utility Window
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[@ CIP Utilities  Datakey. Inc.
File “iew DOptionz Help

5| R|@E 2|

Slot 10 - Rainbow Technologies iKeyVirtualReadd I EEE S Raiabow PCSC
Slot 17 - Ranbow Technologies KeyVitualReader T NotL | (rginbow Technolo gles

: ‘Q Slot 12 - Rainbow Techrologies ikKewitualReader 2 [Mat L iKeyVirtualReader 0)
% Slot 13 - Rainbow Technologies iKewitualReader 3 [Mat L

Btatus: Logged In

Token Overview

Serial Number: 80025832

Lakel: USE TOEEN
Vendor: *Rainbow Tech.
Manufacture LCate: 0a/04/2001
Free Memory: 31772

1] | i

Frr Help, pres= F1 I_’W’— 5

Continue with the other steps to configure the Token. The right half of the screen will show
information about the Token in the Token Overview if the Token is installed in the card reader.

2. Initializing the USB Token

a. From the CIP Utility Window, right-click on the Slot 10 — Rainbow Technologies
iKeyVirtualReader....

b. Select Initialize token as shown in the figure below

Figure 8. CIP Utility — Initialize Token

[@ CIP Utilitics  Datakey. Inc

Ei=  Wiswd Dphon:s  Hels

m|xlE| 2|
iy

Feadsr: Rainkow BCSC

S Giot 11 - Rainbow Te =090 EEE e T

o b el s o R Pl e Rainkbow Technologiss

Wy Siof 13 Rainbow Te Changs L"'h"!" .
Change: [nactnaty Timed |

lHevyvirtualReadsr 0)

Imlishze Tk Ftatus: Mot Logged In
Jacd Tokan o,
Import FECSH12 Fie
Lioran: Verson Fokaen Owverviaew
Inpoit Cafilicals romSustsn . F—— e e e
Serial MNumber: BO02583Z
Label: UOSE TOKEN
Vendor: *Rainbow Tech.
Manufacture Date: o6/ 04/2001
Fres Mamory: 31836
2| =]
Fioa Help, precs F1 TR s
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The Initializing Token Warning screen appears.

Figure 9. Token Initialization warning
WARNING! Token Initialization - Read carefully bé X|

Token
Senal Number: [30254686
Token Label: Dkccos 6.0 Token

WARNING!

i) Continuing will render the token unusable for cryptoki operations,
. ALL token objects will be destroyed except as noted below

ALL token keys and certificates will be deleted from the token .

Exchange keys created by external sources cannot be recreated by this
application.

The pass phrase will be destroyed and replaced with default inital pass phrase.
Note: OMLY the token serial number and label are retained.

Continue Initialization Cancel

c. Click Continue Initialization.

This will take a few seconds and the Token Initialization Complete screen will appear.

X
MNew Pass Phrase = PASSWORD j

—
IJ) YWarning! The new pass phrase is a default

value and not secure.

=

3. Change Token Pass Phrase
Note: At this point the token Pass Phrase is PASSWORD and the next step is to change it.

The token pass phrase will be requested every time you use your token. This secure pass
phrase should be something you will easily remember, but not so obvious that others can
guess what itis. If you forget your token pass phrase, the digital certificate will be
unusable and you will have to reapply for another digital certificate.

d. From the CIP Utility Window, right-click on the Slot 10 — Rainbow Technologies
iKeyVirtualReader....

e. Select Change PassPhrase as shown in figure 11 below

Figure 11. CIP Utility — Change PassPhrase
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il [# CIP Utilitic:  Datakey. Inc

fila W Cptions.  Help

5 =3 2|

Readsr: Rainkbow PCSC
(FRainkow Technologlies

% Slot 11 - A

L MEINR Y Lhangs PaniFieace

Sl 13- A EHaroe LAl - Hici L] LEuyVictbualReader O3
Change Ipachvity Tmer ...
[nitiaize Tocer., Statu=s: Hot Logged In
Tast Toket .
Impeet PECSH1E Fila ..
Libir st Vardion Token Overview

|mipost Certficata fiom Svstem ., | | ———— e

Serial Number: BDO0Z5632

Labal : Use TOKEN
Wendor: *Rainbow Tech.
Manufacture Date: 0s/ 04,2001
Free Memoby: 31836

L |

For Hels, prazs F1 | [HIT =1

The Change Pass Phrase screen appears as shown in the figure below

Figure 12. Change Pass Phrase screen
Change Pass Phrase x|

Old Pass Phrase P—
T Serre Aatherticate

Mew Pazs Phraze sz
™ Secure Sutherticate

Reenter Mew Pazs Phrase  [==

at. Cancel

f. Enter PASSWORD in the Old Pass Phrase field
Note: Token pass phrases are case sensitive.

g. Enter and reenter your new pass phrase.
Note: Your new pass phrase must contain no spaces, be at least eight characters long, and
may contain both letters and numbers.

4. Change Inactivity Timer

The inactivity timer setting indicates the amount of inactive time at the computer may lapse
before you must re-enter your pass phrase to access the USB token. For security reasons, this
should be set to zero so that your pass phrase is required each time your USB token is
accessed.

a. From the CIP Utility Window, right-click on the Slot 10 — Rainbow Technologies
iKeyVirtualReader....
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b. Select Change Inactivity Timer as shown in the figure below

Figure 13. CIP Utility — Change Inactivity Timer

B Document - WordPad —l=]x]
Eile Edit Wiew Insent Faormat Help
D|z(=l sl #) L]
[Times Hew Roman T =1 o ol sl = == =1 )
e [@CIP Utiliies  Datakey. Inc.
"""" File Wiew Dptions Help
5| %|@| 7 B
BN Siot 10 - Rainbow : ' ~pader: Rainbow PCSC
it 11 -Ranbow Tect £/ ainbow Techneologies
§ Siot 12 - Fiainbow Tegh Shange PassPhiase . eyvirtualReader 0)
|9y Slot 13 - Rainbow Tech __Lhange Label
Change In hy Timer .
Initialize Token atus: Net Logged In
Test Taken..
Import PECS#12 File
Library Yersion ken Overview
Import Certificate from Spstem ... |F-—-————-——————"—"—"——————(—(—————————
Serial Number: 80025832
Laksl: USE TOEEN
Vendor: *Rainbew Tech.
Manufacture Date: 06/04/2001
Fres Memcry: 31836 4
1L | |
T R, 55 7 For Help, press F1 MUk s
ﬂ"]r@t P Utilities  Datak... & |Messengel Expiess - Mioio | [=] Dooument -woidFad T ‘ R 3t
1| | i
For Help, press F1 NUM
9 Start |j [[DCIP Utilities  Datak... | &]Messenger Express - Micio | =] Document - WordPad | |%E4jg I1TPM

The CIP Utilities — Token Inactivity Timer screen appears as shown in the figure below

Figure 14. CIP Utilities — Token Inactivity Timer screen

[i& CIP Utilities - Token Inactivity Tin |
Current Settng M ax Inactivity Tirmer
Id _,3 Minutes IQJU Mirtes
ok LCancel | Help |

Enter 0 in the Current Setting box and click OK.

5. Auto Cert Register Setting

The Auto Cert Register may be set to automatically remove all certificate references from the
computer when the token is removed from the reader. This is useful when multiple users are
sharing the same computer. If this is not set, the certificates of all users that have ever
accessed the computer will be shown whenever a certificate is requested.

a. From the CIP Utility Menu, click Options -> Auto Cert Register -> Delete On Removal as
shown in figure 15 below.

Figure 15. CIP Utility — Auto Cert Register Setting
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|88 CIF Wiikiti=s  Datakey, Inc.
_Fis Wigw ['Dofions. - Helo

= B v |
& ﬂ E al=te O FAemorst
;. Slot CIF LltitG=s TR AR eade Rainkbow PBPCEC
r'"'uaHMCE'IHND‘L (Rainbew Techna ' sagies

.“ Shot Enable CSP Loggrn
B Sl ainch Duaiity Sgen
S St Eanhguration.. .

wtualReader 2ot Ll § povri rrual Reader 0)
wiualfesder 3 (Mol L

Status: Not Logged In

Token Overview

Serial Numbsrp: 80025832

Label: USB TOREN
Vendor: *Rainbow Tech.
Manufacture Date: o6/ 04/2001
Fras Memory: 31836

| | =
S T

Chalate cortficates on foken removal

The CIP Utilities — Reboot Required screen appears as shown in the figure below.

Figure 16. CIP Ut|||t|es — Reboot Required
@ CIP Utitios  Dats =10] x|
5| %[ ?|
% Slot 10 - Hainbow Technologies chyValIuaIHoad( BCS8C
‘ bt 11 - B # 4 = wot L ag
W Slot 12 - Ranbo Notl '
‘ o Ranbow Technole Notl
sCa = [l # I_,.]-iZ:a
The changes you have made requite you 1o _j )
restart your computer before they can lake
3 efect
: __J BO0Z25832
Froo I =)D !
o | i
For Help. pres: F1 NLIM

This change will take affect once the computer has been rebooted.

You have completed the configuration of the token.

Congratulations! You have successfully completed the installation of your USB token.
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Retrieve the Certificate
This is for first time and renewal retrievals ONLY.

Your next step is to retrieve your digital certificate online at: http://www.trustdst.com/retrieve-
cert.html

When you begin the online retrieval process, follow the step-by-step instructions carefully.

Remember that your USB token must be plugged into an USB port before you begin.

DIGITAL TRUST "

an Identrus” Company

Customer Support

Please contact the DST Help Desk with any questions:
E-mail: helpdesk@trustDST.com

Phone: 888-248-4447

Customer service representatives are available to assist you
Monday through Friday, 5 a.m. to 5 p.m. Pacific Time.

13 of 13


http://www.trustdst.com/retrieve-cert.html
http://www.trustdst.com/retrieve-cert.html

	Installing the Token Utility Software 
	OR 


